With the magnificent expansion of network, both in the types of network elements and the software components to manage them, driven by the increasing requirement of different services, it is getting more imperative to seek a means to deploy the network management tasks and services in a fast, ubiquitous and automated way. Mobile agent technology (MAT) provides a promising means to achieve this goal with more flexibility and automation of managing network than those traditional client/server based distributed methods, such as CORBA. Mobile agents, as an enabling technology, can easily represent one of the roles involved in the network management; therefore have great potential to be widely used in network management. This paper proposes to use Policy-based Network Management (PBNM) as an application for MAT to facilitate network management products' development. PBNM, as a newly introduced but widely welcomed technology in the Internet world, can take over the overall management of hybrid network whereas MAT enables the flexible implementation of PBNM system. On the other hand, the agents usually have intelligence, which can be well guided by established policies from PBNM, which makes MAT and PBNM perfectly matched to each other. The work presented in this paper has been developed in the framework of the Europe Union (EU) sponsored IST Project MANTRIP. A commercially oriented test-bed, which is fully based on mobile agent technology, has been set up, and a scenario for solving a practical network management challenge, i.e., inter-domain IP Virtual Private Network, is implemented on this test-bed, which predicts a very promising commercial use of mobile agent in real world. Moreover, the policy-based network management system presented in this paper also covers some of the network management issues under investigation in the EU IST CONTEXT project. This policy and MAT based network management system intends to provide a ubiquitous network management system regardless of the underlying network resources, either wired network elements as the main scope of MANTRIP project or wireless network elements as the main stream of CONTEXT project.
Introduction
With the rapid expansion of networks, both in the types of network elements and the software components to manage them, driven by the increasing requirement of different services, it is getting more imperative to seek a means that can deploy network management tasks in a fast, ubiquitous and automated way. A great deal of effort has been made, among which, CORBA and COPS (Common Open Policy Services) are widely accepted and are currently used in some of commercial products. But all of these solutions are based on traditionally client/server model therefore, at least theoretically, lack flexibility and have lower performance. Whereas mobile agent technology (MAT), typical representative of mobile code technology, provides a more promising means to achieve this goal than these client/server based distributed methods.
The mobile agent paradigm [1, 2] intends to bring an increased performance and flexibility to distributed systems by promoting "autonomous code migration" (mobile code moving between places) instead of traditional RPC (remote procedure call). With code migration, the actual code or script moves from place to place and executes locally, achieving lower latency, little need for remote interactions and highly flexible control. Mobile agents can be effectively used in telecomm and network management as depicted in [3], as they can take over the burden of the complex interaction mechanisms between different network players, such as negotiations or new service injection. Mobile agents can easily represent one of the roles involved in the network management, such as service provider, connectivity provider, resource or end-user, and act on their behalf, based on established policies.
Mobile agents can have certain extent of intelligence to reasonably respond to the possible change in destination elements and perform negotiation. This kind of intelligence should reflect the management strategy of administrator. A straightforward way for network administrator to give network management command or guide is to produce high-level rules such as if user is john and time is between 9am and 11am then set up VPN between routers jorg and prowl. Then mobile agent can take this rule and enforce it automatically. By using rules to give network management command or strategy, a unique but ubiquitous method of managing network can be guaranteed. This idea is exactly what Policy-based Network Management (PBNM) is about since PBNM allows network operators to express business goals as a set of rules, or policies, which are then enforced throughout the network.
PBNM technology is very suitable for setting up the overall management architecture for large-scaled networks [4] . In comparison with previous traditional network management approaches such as TMN (Telecommunications Management Network) or TINA-C (Telecommunications Information Networking Architecture Consortium), PBNM focuses on users and applications rather than devices and interfaces, which leads to a holistic management of network [5] . Nevertheless, even though policies can be enforced in a distributed fashion, the definition of such policies has to be done and stored centrally. Moreover, according to the policy framework, policies are defined or modified by an administrative tool and the intervention of human is always required. These features of current PBNM system confine its wider and ubiquitous application in some extent. MAT can resolve many of the problems inherent in current PBNM technology thanks to its mobility and intelligence.
The work presented in the paper has been developed in the framework of EU IST Project MANTRIP "MANagement Testing & Reconfiguration of IP based networks
